
PERSONAL SAFETY AND 
SECURITY TIPS

NEW MACEDONIA BAPTIST CHURCH

BROTHER PALMERIN “BEAR” THOMAS



• ALWAYS BE AWARE OF YOUR SURROUNDINGS

• DON’T BE WALKING AROUND AND YOUR HEAD IS IN 
PHONE

• HEADPHONES ON

• WEAR OPEN EAR HEADPHONES

• KNOW WHERE THE EMERGENCY EXITS ARE IN CASE 
OF AN ACTIVE SHOOTER

• REMEMBER “RUN”, “HIDE”, OR “FIGHT”

• KNOW MORE THAN 2 ROUTES HOME

• IF SOMEONE IS FOLLOWING YOU, TAKE ANOTHER 
ROUTE…BUT DON’T GO HOME

• GO TO THE NEAREST POLICE OR FIRE 
STATION

• NEVER PUT YOUR “HOME” ADDRESS IN ANY GPS APP.

• A SIMPLE CLICK WILL SEND THE BAD GUY 
DIRECTLY TO YOUR HOUSE.  

SITUATIONAL AWARENESS 



PREVENTION OF THEFT/LARCENY 
• SAFETY AT HOME

• VSS (VIDEO SURVEILLANCE 
SYSTEM)

• RING DOORBELL

• VIDEO CAMERAS

• BLINK (AMAZON)

• LOREX OR ADT HOME 
SYSTEM

• BASIC REQUIREMENTS

• 4K RESOLUTION

• 1TB STORAGE

• ACCESS VIA PHONE APP

• MOTION SENSOR LIGHTS



• THIS BOX WILL BLOCK THE CONSTANT SIGNAL 
FROM YOUR KEY FOBS. PREVENTS THIEVES FROM 
USING THOSE SIGNALS TO COMPLETE A “RELAY 
ATTACK” TO STEAL YOUR CAR.

• WHAT ARE RELAY ATTACKS?

• THIEVES HIJACK THE RADIO SIGNALS FROM THE 
KEY FOB, LINK TO A TABLET, CLONE THE KEY 
AND DRIVE OFF IN LESS THAN 3 MINUTES.

• MOST PEOPLE SET THEIR KEYS NEXT TO THE 
DOOR, SO THE THIEF USES AN “ELECTRONIC 
NET” AT THE DOOR TO CAPTURE THE SIGNAL 
AND “RELAYING” THE HIJACKED SIGNAL BACK 
TO A PERSON ON A TABLET WITH SOFTWARE 
THAT WILL GAIN THE ACCESS TO THE CAR.   

GET A FARADAY BOX



WHAT A RELAY ATTACK LOOKS LIKE



WHAT A RELAY ATTACK LOOKS LIKE



RFID & NFC 
BLOCKING CARDS

• RADIO-FREQUENCY IDENTIFICATION

• NEAR FIELD COMMUNICATIONS

• USE A RFID & NFC BLOCKING CARD 
FOR YOUR CREDIT CARDS

• PLACE IN WALLET OR PURSE AND 
IT WILL BLOCK ANY SIGNAL 
FROM ANYONE IN YOUR 
IMMEDIATE VICINITY FROM 
STEALING YOUR MONEY.  



ARTIFICIAL INTELLIGENCE (A.I.)
• A GREAT TOOL THAT IS BEING EXPLOITED 

BY THE BAD PEOPLE.  
• CHAT GPT
• MICROSOFT CO-PILOT
• THIEVES USE A.I. TO TRICK YOU INTO 

THINKING THEY HAVE A LOVED ONE 
HOSTAGE 

• HAVE A CODE WORD OR HANG UP AND 
CALL THEIR CELL PHONE

• A.I. USED TO ACT LIKE YOUR BANK TO 
REQUEST YOUR PII (PERSONAL IDENTIFIABLE 
INFORMATION)

• “HELP DESK” TO GAIN ACCESS TO YOUR 
COMPUTER AND TAKING ALL YOUR MONEY 
ATTACHED TO IT WITHOUT YOU KNOWING.  



ARTIFICIAL INTELLIGENCE (A.I.) EXAMPLES
• ARTIFICIAL INTELLIGENCE (AI) HAS THE POTENTIAL TO BE MISUSED FOR CRIMINAL PURPOSES, AND THERE ARE 

SEVERAL CONCERNING APPLICATIONS. HERE ARE SOME NOTABLE WAYS AI CAN BE USED FOR ILLICIT ACTIVITIES:
• DEEPFAKES: THESE ARE AI-GENERATED FAKE AUDIO OR VIDEO CONTENT THAT CONVINCINGLY IMPERSONATES REAL 

PEOPLE. DEEPFAKES CAN BE USED TO CREATE MISLEADING INFORMATION, DISCREDITING PUBLIC FIGURES, OR EVEN 
EXTORTING FUNDS BY IMPERSONATING SOMEONE’S CHILD OR RELATIVE OVER A VIDEO CALL1.

• DRIVERLESS VEHICLES AS WEAPONS: AUTONOMOUS VEHICLES COULD BE MANIPULATED TO CAUSE HARM 
INTENTIONALLY, POSING A THREAT IN SCENARIOS LIKE TERRORIST ATTACKS OR ASSASSINATIONS.

• TAILORED PHISHING: AI CAN ENHANCE PHISHING ATTACKS BY CUSTOMIZING MESSAGES BASED ON INDIVIDUAL 
PROFILES, MAKING THEM MORE CONVINCING AND HARDER TO DETECT.

• DISRUPTING AI-CONTROLLED SYSTEMS: MALICIOUS ACTORS MIGHT EXPLOIT VULNERABILITIES IN AI SYSTEMS (E.G., 
AUTONOMOUS DRONES, SMART GRIDS) TO CAUSE CHAOS OR HARM.

• LARGE-SCALE BLACKMAIL: AI CAN AUTOMATE BLACKMAIL SCHEMES, THREATENING TO EXPOSE SENSITIVE 
INFORMATION UNLESS A VICTIM PAYS A RANSOM.

• AI-AUTHORED FAKE NEWS: AI-GENERATED CONTENT CAN SPREAD MISINFORMATION, AFFECTING PUBLIC OPINION AND 
POTENTIALLY DESTABILIZING SOCIETIES.

• WHILE AI OFFERS IMMENSE BENEFITS, IT’S CRUCIAL TO ADDRESS THESE RISKS AND DEVELOP SAFEGUARDS TO 
PREVENT MISUSE. AS TECHNOLOGY EVOLVES, VIGILANCE AND RESPONSIBLE USE ARE ESSENTIAL TO MITIGATE 
POTENTIAL HARM



FACT CHECK 

Links:
• https://www.snopes.com/

• https://www.factcheck.org/

• http://www.politifact.com/

https://www.snopes.com/
https://www.factcheck.org/
http://www.politifact.com/


FINAL TIPS
• FREEZE YOUR CREDIT

• GO TO EACH CREDIT BUREAU AND FREEZE YOUR CREDIT

• TRANSUNION - HTTPS://WWW.TRANSUNION.COM/CREDIT-FREEZE

• EQUIFAX - HTTPS://WWW.EQUIFAX.COM/PERSONAL/CREDIT-REPORT-SERVICES/CREDIT-FREEZE/

• EXPERIAN - HTTPS://WWW.EXPERIAN.COM/FREEZE/CENTER.HTML

https://www.transunion.com/credit-freeze
https://www.equifax.com/personal/credit-report-services/credit-freeze/
https://www.experian.com/freeze/center.html


• TRUST YOUR INSTINCTS

• STAY ALERT

• REPORT SUSPICIOUS ACTIVITY

• SEE SOMETHING SAY SOMETHING

• BE AWARE OF YOUR SURROUNDINGS

• SECURE YOUR VALUABLES

• I.E. KEEP YOUR CAR LIKE YOU 
BOUGHT IT…EMPTY

• LET SOMEONE OR A SIGNIFICATE 
OTHER KNOW WHERE YOU’RE GOING

FINAL TIPS



THANK YOU
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